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Executive Summary
This Security Assertion Messaging Framework has been written for Chief 
Information Officers and other senior IT Managers in the New Zealand State 
Services with responsibility for developing secure online services.

In order to deliver shared services as outlined in the Networked State Services 
Development Goal, agencies need to agree a common approach for all-of-
government and, where applicable and permissible, sector-wide identity 
management (identity federation). 

There is only a small range of technologies that enable identity federation.  
The identity management industry is converging on OASIS SAML v2.0 as the 
universal security assertion messaging standard. 

SAML v2.0, like many international interoperability standards, has a high degree 
of flexibility to ensure a wide appeal and uptake. However, this also creates 
implementation issues. The optional elements and constraints in SAML v2.0 
must be agreed by agencies before they can use it to interoperate.  The New 
Zealand Security Assertion Messaging Standard (NZ SAMS) is the New Zealand 
Government’s approach to ensuring the interoperability of shared services that 
utilise SAML v2.0. NZ SAMS prescribes and constrains SAML v2.0 to an agreed 
deployment profile for New Zealand government agencies.

This Framework has been developed as a supplementary information resource 
for NZ SAMS in order to encourage CIOs and senior IT Managers to recommend 
that their agencies adopt SAML v2.0.  Accordingly, it focuses on the secure 
messaging requirements for online authentication, and outlines the technical 
issues, emerging solutions and the creation of NZ SAMS. 

The State Services Commission recommends that agencies consider adopting 
a SAML v2.0-compliant approach for all new secure online services because it 
will:

•	 Enhance interoperability. The future design of all new online Government 
services is expected to support SAML v2.0 for security assertion messaging. 
This standard is noted in the e-GIF v3.0. Supporting an alternative standard 
will make interoperation with other agencies much more difficult, time-
consuming and expensive.
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•	 Ease integration with all-of-government authentication services.  The 
Government Logon Service (GLS) and the Identity Verification Service 
(IVS) will use SAML v2.0.  All agencies will be able to more easily leverage 
the benefits of these services by selecting a SAML v2.0-compliant product, 
interface or development approach.   Agencies can focus on the issues of 
providing an online service, while minimising the issues associated with 
integrating a non-compliant security interface. 

•	 Assure product support. Major vendors of access management and security 
products have shown support for SAML v2.0. Adopting SAML v2.0 should 
make a wide range of commercial and open source products available for 
consideration and selection. Using the SAML v2.0 specification for all new 
secure online services will enable future support of identity federation, even 
if this functionality is not immediately used.

Agencies are reminded that adopting the approach outlined in this Framework 
and the NZ SAMS does not relieve them of obligations under privacy legislation, 
continuity planning, and management of the risks associated with liability and 
trusted relationships.
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Term Description
Artifact A piece of data used to link a security assertion with a user 

and context. Can be used by service providers to find out 
whether a user has been authenticated.

Cookie A piece of information stored in a browser by a web server, 
which is then sent back to the web server each time the 
browser requests a page from that server. 

CORBA Common Object Request Broker Architecture is an 
architecture that enables software programs to communicate 
with one another regardless of what programming language 
they are written in or what operating system they’re running 
on.

Credential An object that is verified when presented to the verifier in 
an authentication transaction. Credentials may be bound 
in some way to the individual to whom they were issued, or 
they may be bearer credentials. The former are necessary 
for identification, while the latter may be acceptable for some 
forms of authorisation.

DCOM Distributed Component Object Model – an extension of 
the Component Object Model (COM) that allows COM 
components (Software programs) to communicate across 
network boundaries. Only used for Windows environments.

EDI Electronic Data Interchange – the transfer of data between 
networks in a standardised format.

GLS Government Logon Service – An all-of-government shared 
service that provides ongoing re-confirmation of online 
identity to participating agencies to the desired level of 
confidence.

In the clear When information is unencrypted and may be viewed by 
other parties.

Internet2 Internet2 is a testing-ground networking environment, where 
universities, companies, and government laboratories work 
together and develop advanced Internet technologies such 
as telemedicine, digital libraries and virtual laboratories.

Glossary
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Term Description
IP Short for Internet Protocol. IP specifies the format of packets, 

also called datagrams, and the addressing scheme. Most 
networks combine IP with a higher-level protocol called 
Transmission Control Protocol (TCP), which establishes a 
virtual connection between a destination and a source.

IVS Identity Verification Service – An all-of-government shared 
service that provides individuals with the option to verify 
their identity authoritatively, online, and in real-time with 
participating agencies to a passport-level of confidence.

Maintain State Applications hold information about a user and the user’s 
session to track where a user is in a transaction and to hold 
other context specific information about the user. In this 
document it is related to the term ‘cookie’.

NZ e-GIF The E-government Interoperability Framework – a collection 
of policies and standards endorsed for New Zealand 
government information technology (IT) systems. 

OASIS Organisation for the Advancement of Structured Information 
Standards (OASIS) is a not-for-profit international consortium 
that drives the development, convergence, and adoption of 
e-business standards.

Real-time In this document real-time means close to an immediate 
response.

RMI Remote Method Invocation is a way for distributed java 
objects (software programs) to communicate with each other 
remotely.

RPC Remote Procedure Call is a protocol that allows a program 
on one computer to execute a program on a server 
computer. 
CORBA and DCOM provide the same type of capabilities as 
traditional RPCs. 

SAML Security Assertion Markup Language is an XML-based 
standard that defines messages for communicating a range 
of security-related statements about individual parties, 
including their authentication.

Security 
Assertion

A statement of information about an Internet user’s security 
context.
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Term Description
Security 
Context

The digital environment that a user has a security definition 
for. For example, a user may be defined as an administrator 
on a standard desktop. This is their security context.

SOAP Short for Simple Object Access Protocol, a lightweight 
XML-based messaging protocol used to encode the 
information in Web service request and response messages 
before sending them over a network. SOAP messages are 
independent of any operating system or protocol and may 
be transported using a variety of Internet protocols, including 
SMTP, MIME, and HTTP.

URI Uniform Resource Identifier is the generic term for all types 
of names and addresses that refer to objects on the World 
Wide Web. (Uniform Resource Locator – URL - is one type 
of URI).

Web Services A term used to describe a standardised way of integrating 
Web-based applications using the XML, SOAP, WSDL and 
UDDI open standards over IP. (The set of specifications that 
make up a Web Services architecture is referred to as WS-*).

XML Short for eXtensible Markup Language, XML is a simple, very 
flexible text format derived from SGML. Originally designed to 
meet the challenges of large-scale electronic publishing, XML 
is also playing an increasingly important role in the exchange 
of a wide variety of data on the Web and elsewhere.

Note: Glossary items (except ‘GLS, IVS, NZ e-GIF, SAML & XML’ from the 
Guide to Authentication Standards for Online Services) are referenced from 
http://www.webopedia.com.
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Introduction
This Framework introduces security assertion messaging, in particular the 
Security Assertion Markup Language (SAML) v2.0, and explains the rationale 
for its use by New Zealand government agencies.  This document is aimed at a 
CIO-level audience and assumes that readers have at least a superficial knowledge 
of Internet-based messaging.

Communicating standardised messages (assertions) confirming the identity of 
parties is essential for the delivery of authenticated online services.  For example, 
where the provider of an authentication key is separate from the provider of 
an online service (as per the Government Logon Service), standardised secure 
messages between both providers are essential to initiate and complete the 
identity confirmation process.

SAML v2.0, like many international interoperability standards, has a high 
degree of flexibility to ensure a wide appeal and uptake. However, this also 
creates implementation issues. The optional elements and constraints in SAML 
v2.0 must be agreed by agencies before they can use it to interoperate.  A more 
detailed treatment of SAML v2.0, the New Zealand Security Assertion Messaging 
Standard (NZ SAMS), is under development. This Standard prescribes and 
constrains SAML v2.0 to an agreed deployment profile for New Zealand 
government agencies.

NZ SAMS is one of the suite of NZ e-GIF authentication standards providing 
detailed guidance for agencies to follow when designing their authentication 
systems.  The Secure Messaging working group, comprising representatives 
from New Zealand government agencies and subject matter experts, is drafting 
NZ SAMS. The first release focuses on authentication. Subsequent releases 
will focus on identity attributes and authorisation. This Framework has been 
developed as a supplementary information resource for NZ SAMS.

SAML v2.0 and NZ SAMS will impact on CIOs most noticeably through their 
influence on agency strategy and enterprise architecture.  As more agencies 
deliver online services, particularly through the use of the all-of-government 
authentication services, it is anticipated that these standards will have a greater 
impact on them.  It is, therefore, essential that CIOs understand and support the 
rationale for using SAML v2.0 and NZ SAMS.
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To help understand the emergence of security assertion messaging and SAML 
v2.0, the following technical material is  appended:

•	 Overview of Internet-based messaging. This is a summary of various 
Internet-based messaging systems, including their significant characteristics 
and their suitability for security assertion messaging. See Appendix A.

•	 Summary table of standards bodies and further information. This is a 
summary of the organisations that have attempted to define security 
assertion messaging standards and links to further information about them. 
See Appendix B.

For further reading, see:

•	 OASIS SAML v2.0 Executive Overview

	 http://www.oasis-open.org/committees/download.php/11785/sstc-saml-
exec-overview-2.0-draft-06.pdf.

•	 OASIS SAML v2.0 Technical Overview

	 http://www.oasis-open.org/committees/download.php/11511/sstc-saml-
tech-overview-2.0-draft-03.pdf.

•	 OASIS SAML v2.0 Specification Set

	 http://www.oasis-open.org/committees/download.php/11902/saml-2.0-
os.zip.

•	 New Zealand Security Assertion Messaging Standard 

	 (http://www.e.govt.nz/standards/e-gif/authentication/nzsams.html)

•	 New Zealand E-government Interoperability Framework (NZ e-GIF now 
v3.0)

	 http://www.e.govt.nz/standards/e-gif/e-gif-v-3
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The Benefits of Identity Federation
Many users of the Internet accumulate multiple digital identities, which they use 
to access a variety of online services.  Typically the format of the username and 
password (or other credential) used to authenticate the user varies from website 
to website.  For example Joe Bloggs may: 

•	 Logon to his online banking account using his customer number 
123456789

•	 Identify himself to his frequent flyer portal as jbloggs

•	 Use a travel portal as jb1234

•	 Access an online auction website as joe.bloggs@isp.net.nz.

All these digital identities represent one person. A single user will often use the 
same password to access most online services. These passwords are rarely, if 
ever, changed. 

The benefits of identity federation, where agencies agree a common approach for 
all-of-government or sector-wide identity management, include:

•	 Simplicity. The end user has a single username and password (or other 
authentication key such as one-time passwords, software tokens or hardware 
tokens) to access services.

•	 Ease of introduction of new services.  Building and deploying new online 
services is simple and fast as the security infrastructure for each new service 
does not have to be defined and built each time.

•	 Cost effectiveness and efficiency.  The cost of building, maintaining and 
operating an authentication service is lower when there is no infrastructure 
duplication.

•	 Security. Enables a user and/or a Service Provider to use an existing Identity 
Provider, which assures an appropriate level of evidence and ongoing 
confirmation of identity. Users are also more likely to choose appropriately 
constructed passwords and change them regularly. 
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Where applicable and permissible, identity federation may incorporate Single 
Sign-On (SSO). Single Sign-On is where agencies agree that an authenticated 
user from one agency’s online service may access another agency’s online service 
without re-authentication.  The benefits of SSO for the end user, in addition to the 
benefits of identity federation, include:

•	 Consistent view. Online services provided by multiple Service Providers 
appear to the user as being a single ‘joined up’ or shared service. 

•	 Speed. Moving from one service provider to another is quick when there is 
no requirement to re-authenticate.

•	 Ease of use. Accessing a wide variety of online services is easy when 
the user is not required to re-authenticate when moving between Service 
Providers.  The end user is only required to logon to the first service they 
access. Thereafter, they can ‘click-through’ to other services without needing 
to re-authenticate.  

Please note that adopting the approach outlined in this framework and the NZ 
SAMS does not relieve agencies of the need to address the policy implications of 
any implementation of federated identity.  Nor does it relieve agency obligations 
under the Privacy Act, nor the need for continuity planning and management 
of the risks associated with liability and trusted relationships. As identity 
information can encompass particularly sensitive personal information, it may 
be useful to conduct a privacy impact assessment (PIA) before implementing 
identity federation solutions.     

Essential functionality for security assertion messaging
Security assertions about users need to be exchanged between different websites 
to enable identity federation.  Security assertions are passed from an Identity 
Provider to a Service Provider via a message structured to an agreed standard, 
in an agreed order, using an agreed transport mechanism e.g. web browser or 
server-to-server Web Service.   

Security assertion messaging addresses the following technical limitations:

•	 Non-interoperability of identity management applications. Identity 
management products may implement identity federation using a range of 
proprietary methods but use an agreed messaging structure. 
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•	 Confidentiality and integrity of Web Services in machine/application-based 
messages, specifically how to ensure end-to-end confidentiality and integrity.  
Web Services (server-to-server or application-to-application messaging) are 
increasingly used as part of identity federation solutions.  

•	 Browser-based cookie limitations. Many existing identity federation systems 
use browser-based cookies to keep temporary information about a user’s 
interaction with a web site so that re-authentication is unnecessary. This is 
typically described as “maintaining state”.  Because browser-based cookies 
are not transferable between DNS domains, they cannot be used to facilitate 
identity federation for services from multiple domains.

One of the most well-known examples of a security assertion messaging standard 
is the XML-based Security Assertion Markup Language (SAML).  A SAML 
assertion contains one or more statements about a user.  For example:

•	 An authentication statement – ‘The user jb1234 authenticated with a 
password at 9:03am’.

•	 An attribute statement – ‘The user jb1234 is a manager’.

•	 An authorisation statement – ‘The user jb1234 has a $500 spending limit’.

•	 Other user-defined statements that may be useful in the context of the online 
services being used.

Figure 1 summarises the sequence of events when a user logs into a Service 
Provider:

1 The user connects to the Service Provider’s website.

2 The Service Provider notices that the user is not logged in and redirects them 
to the Identity Provider to verify their identity.

3 The user presents their online credentials to the Identity Provider.

4 The user is provided with a security assertion to access the Service Provider’s 
website and they are redirected back to that site.
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Figure 1.  SAML use case.

The essential components for identity federation are:

•	 A user wishing to access resources from a Service Provider.

•	 A Service Provider requiring confirmation of the user’s identity. 

•	 An Identity Provider to provide confirmation of identity.

•	 A mechanism for users to access the websites of the above parties such as a 
web browser.

•	 An agreement between all three parties on what information, formats and 
protocols should be used to enable secure messaging between them.  

•	 The establishment of a commonly agreed linkage between the Identity 
Provider and Service Provider to enable secure messaging between them.

(1) I want Service!

(3) I am Joe!

(2) Who are you (4) Yes, he is Joe!

IdentityService
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Choosing standards for security assertion messaging
Security assertions are passed between Service Providers and Identity Providers 
in ‘real-time’.  To enable identity federation all parties need to agree on standards 
for the format and structure of the security assertion message and transport 
protocols.  

More detail on these is given in Appendix A.

Selection criteria 
The selection of such a standard is largely driven by three key requirements:

•	 The use cases or functionality required.

•	 Support for an approach to the notion of federated identity and the Single 
Sign-On user experience. (Note that some features, such as the ability to 
select an identity provider - where there is more than one available - and 
‘Single Logout’ are available in most security assertion messaging standards 
except SAML v1.0. Newer features such as the ability to perform account 
linkage are limited to the protocols from the Liberty Alliance (see next page) 
and the SAML v2.0 standard).

•	 Widespread product and vendor support through the availability of a range 
of commercial or open-source applications. 

Proprietary or standards-based solutions?
It is usually better to select a standard technology if one is available in preference 
to building a custom solution. Although building a custom messaging solution 
or modifying an existing proprietary solution may initially appear attractive, it is 
necessary to consider the costs and risks associated with:

•	 Designing a solution

•	 Implementing a solution for each environment to be supported

•	 Maintaining the solution to fix bugs, resolve security issues, implement 
product enhancements and to support users

•	 Reliability of the solution

•	 Lack of interoperability with standard products.
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Standards organisations
There are a number of groups who have tried to standardise both the format and 
transport of security assertion messages: 

•	 The Liberty Alliance – formed by members of the information technology 
vendor community, organisations with a special interest in digital identity 
and federation, and members of the financial industry. The Liberty Alliance 
wants an open standards-based, vendor independent solution to identity 
federation.

•	 The Shibboleth project – created by Internet2 to support the sharing of 
research information and resources between major US universities.

•	 OASIS – a not-for-profit international consortium formed the Security 
Services Technical Committee (SSTC) to create an authoritative international 
standard for security assertion messaging.  

The Liberty Alliance, Shibboleth and OASIS are not the first organisations 
to attempt to solve the problem of identity federation but they are the most 
significant organisations to have defined standards in this arena.  Microsoft has 
developed Identity Metasystem, a proprietary technical solution to the identity 
federation problem, integrated with its product set.  While this supports the use 
of SAML tokens primarily over Web Services it is unclear at the time of writing 
what extensions or mappings are required to achieve uninhibited interoperability.  
More detail on these organisations is given in Appendix B.  

Initially, the Liberty Alliance based their Identity Federation Framework (ID-FF)  
on SAML v1.x, layering additional functionality on top.  Recognising the value 
of a single standard for federated SSO, Liberty members submitted ID-FF v1.2 
to the OASIS Security Services Technical Committee as input to the SAML v2.0 
standard.

The latest version of the Shibboleth software has adopted SAML v1.1 as the 
underlying technology for exchanging security assertions.  Support for SAML 
v2.0 is being added to Shibboleth in future releases.

In summary, the major contributors to Federated Identity standards and 
technologies are choosing SAML v2.0 as the preferred future direction.  It is 
important to note that all three organisations have had significant input to version 
v2.0 of the SAML standard and that SAML v2.0 has been adopted by the Liberty 
Alliance as the successor to ID-FF v1.2.
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Figure 2.  Convergence of Liberty Alliance, OASIS and Shibboleth 
standards.

Figure 2 depicts the relationship between the Liberty Alliance, OASIS SSTC and 
Shibboleth and the corresponding standards that have been developed.  

Liberty
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OASIS 
SSTC

Internet2
Shibboleth

SAML v2.0
adoption

Phase 1 ID-FF v1.1 ID-FF v1.2

Jan
2003

Jul
2002
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2005

Nov
2003

Shib 1.2

Nov
2002

SAML 2.0

Sep
2003

SAML 1.1

Mar
2005

SAML 1.0
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2003

Shib 1.0/1.1

Apr
2004
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An overview of SAML v2.0
SAML v2.0 was approved as an OASIS standard in March 2005. In broad 
terms, this standard defines the SAML Assertions, Protocols, Bindings (to bind 
the messages to the communication protocols), and SAML Profiles reflecting a 
defined use case, together with the applicable XML Signature and Encryption 
standards from W3C. 

A high level description is provided below.  Additional background is provided 
in Appendix A.  Detailed prescriptions of these for New Zealand government 
implementations are provided in NZ SAMS.  

Figure 2. SAML Components

 

		  Copyright © OASIS Open 2004. All Rights Reserved

SAML Assertions
There are three types of assertion statements that can be made by a SAML 
authority.  All statements are associated with a subject or person.  The three 
statements are:

•	 Authentication:  This user was authenticated by a particular means at a 
particular time, e.g. The user jb1234 successfully logged in with a password 
at 10:45am on the 14th of March 2006. This confirmation of identity is used 
in the all-of-government authentication service.  

BINDINGS
(How SAML Protcols map onto standard messaging or communication protocols)

PROFILES
(How SAML protcols, bindings and/or assertions combine to support a defined use case)

ASSERTIONS
(Authentication, Attribute and Authorisation Information)

PROTOCOL
(Request/Response pairs for obtaining Assertions and Federation Management)
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•	 Attribute: This user is associated with the specified attributes, e.g. The 
user jb1234 has the role of Chief Financial Officer. These identity-related 
attributes are important for the verification of identity used in the proposed 
all-of-government Identity Verification Service.

•	 Authorisation Decision: A request to allow the user to access a specified 
resource is granted or denied. For any particular transaction, a user can be 
successfully authenticated, but they may not be given access to a resource 
as they may not have the appropriate authorisation level. 

The SAML v2.0 specification set defines how SAML assertions are formatted so 
that any compliant product or system can successfully use them.  

NZ SAMS, the New Zealand government prescription for SAML v2.0 
deployment, is working through the SAML v2.0 specification in the order listed 
above, starting with Authentication.  

SAML Protocols
SAML Protocols define how SAML assertions are transported between 
participants.  SAML assertions can be generated and exchanged between 
identity and service providers using a variety of request-response protocols. 
These protocols are XML-based and are in the form of request-response pairs, 
which detail what information or action is requested and how this is responded 
to. These request-response protocols are then mapped to transport protocols. 
This is called binding.  An example of this would be mapping a ‘request for an 
assertion’ (request-response protocol) embedded in SOAP over HTTP (transport 
protocol). 

The protocols defined within the SAML specification achieve the following 
actions:

•	 Returning one or more requested assertions.  This is either in response to 
a direct request for specific assertions, or a query for assertions that meet 
particular criteria.

•	 Performing authentication upon request and returning the corresponding 
security assertion.

•	 Registering a name identifier or terminating a name registration upon 
request.

•	 Retrieving a message that has been requested by means of an artifact.

•	 Performing a single logout of related sessions.

•	 Providing a mechanism to link name identifiers on federated sites. 
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SAML Bindings (Message Transports)
There are a variety of bindings defined for the transport of SAML messages 
between participating parties.  The SAML v2.0 bindings are:

•	 SAML SOAP Binding.  SAML messages may be exchanged using the well-
defined SOAP protocol. A discussion of the SOAP protocol is included in 
Appendix A.  SOAP messages may be transported over a variety of underlying 
network transport technologies, however, the SAML specification mandates 
the implementation of SOAP over HTTP.

•	 Reverse SOAP Binding. SAML messages may also be exchanged via 
Reverse SOAP, where an HTTP requestor can advertise the ability to act as 
a SOAP responder to a SAML requester.

•	 HTTP Redirect Binding. The SAML HTTP Redirect binding provides the 
SAML standard with a mechanism for transmitting a SAML message within 
the URL of a HTTP request. This is typically required when there is no 
direct path available between an Identity Provider and a Service Provider, 
in which case the SAML message has to be transported indirectly, typically 
via the end user’s web browser.

•	 HTTP Post Binding. SAML messages may be transmitted within the content 
of a HTML form posted to a service provider.

•	 HTTP Artifact Binding. A SAML HTTP Artifact is a mechanism that allows 
a browser to provide a reference to a SAML message rather than providing 
it directly. This situation arises when the browser’s limitations preclude or 
discourage the transmission of an entire SAML message.

•	 URI Binding. A SAML URI reference identifying a specific SAML assertion 
can be passed in an HTTP URI.  

SAML Profiles
A SAML Profile is a way to define how SAML assertions, protocols and 
bindings are combined to specify a particular use case.  The aim of a profile is 
to remove some of the ambiguity in applying SAML that arises from SAML’s 
flexibility.  A profile can be used to define constraints and/or extensions of SAML 
to enhance its suitability for a particular usage or application.  For example, 
the Web Browser SSO Profile specifies how identity federation can be enabled 
for a user’s web browser session by specifying the manner in which SAML 
authentication assertions are communicated between an Identity Provider and 
Service Provider.
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Profiles can also be attribute-based, providing rules for the interpretation of 
attributes within an assertion. An example of this would be to describe how 
X.500 attributes are carried within identity attribute assertions.

XML Signatures and Encryption
SAML assertions and SAML protocol request and response messages may be 
digitally signed and/or encrypted.  

A digitally signed SAML message means the receiving party can be confident 
that the message has not been altered in transit and was provided by the party that 
it appears to have originated from.

Parts of SAML messages may be encrypted for confidentiality purposes.  This 
can be done to protect the privacy of individuals or to protect organisational 
secrets.  Encryption may also be used to ensure the effectiveness of some other 
security mechanism, e.g. the exchange of a password.
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Appendix A.  Overview of Internet-based messaging
This appendix provides background information on Internet-based messaging to 
explain why security assertion messaging is only practical using the approaches 
defined by the Liberty Alliance, Shibboleth, and OASIS.

Messaging is the process of exchanging information between web browsers, 
application systems, servers or services. A wide variety of mechanisms have 
been developed for exchanging messages, each offering different characteristics 
addressing different issues. For example, applications intended for use over 
internal networks differ from those suitable for use over the public Internet.

The major messaging systems are:

•	 email-based messaging

•	 browser-based messaging

•	 machine/application-based messaging.

Email-based messaging functionality
Email was arguably the first significant messaging application to use the Internet. 
It is a well-understood technology and an example of ‘store and forward’ 
messaging. An email message may be stored on a server for some period of time 
before being delivered.  Historically, email messages were often passed between 
large numbers of servers before reaching their final destination. The broad 
reach of the Internet has allowed the majority of email messages to be directly 
delivered to the recipient’s email server. Email messaging uses the Simple Mail 
Transport Protocol (SMTP). This is a well-understood and documented protocol 
that allows one system to open a connection to the receiving server, determine 
that the recipient is valid, transmit the email and confirm that it was successfully 
received.

Email messaging suitability for security assertions

There is no guarantee that an email message will be successfully delivered within 
a certain timeframe, or even delivered at all. There is also no guarantee that an 
email message has been received or read by the recipient. 

This means that email is not suitable for the exchange of security credentials 
and assertions. Consequently, while email is an excellent messaging format 
for exchanging electronic letters and documents, it is not suitable for real-time 
exchanges of information.
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The New Zealand Government SEEMail system was designed to securely 
exchange email messages between SEEMail Gateway servers. Each server 
authenticates the identity of the other party using digital certificates. This means 
that email messages between government agencies cannot be intercepted or 
modified while in transit over the public Internet. However, SEEMail is still ‘store 
and forward’ technology and not suitable for the exchange of security credentials 
for a user wanting immediate access to a government agency website.

Browser-based messaging functionality
HTML over HTTP Messaging

A web browser session consists of a series of ‘real-time’ HTTP (Hyper Text 
Transfer Protocol) requests and responses. A HTTP request is often a request for 
a HTML (Hyper Text Mark-up Language) document (i.e. ‘GET /index.html’). 
The response from the destination web server is either the document itself or an 
error response if the requested document is not available.

HTTP requests and responses are exchanged ‘in the clear’ over the public Internet 
with no encryption or other data protection measures. While this exchange is 
suitable for publicly available information, it is not suitable for any exchange of 
sensitive information. Therefore, a higher level of security is needed if sensitive 
information is being exchanged. Examples of sensitive information include 
passwords, keys and credentials, personal health or financial information.

One solution to this problem is to employ the SSL (Secure Sockets Layer) 
transport protocol, or its successor TLS (Transport Layer Security), transport 
protocol to encrypt the connection. This is commonly known as ‘HTTPS’.

SSL or TLS transport protocols provide the browser and the web server with the 
ability to:

•	 verify the web address of the server matches its domain name

•	 verify the identity of the end user (optional)

•	 ensure the confidentiality of the information being exchanged

•	 ensure that information is not modified in transit (note that this excludes 
information residing in an end user’s browser on their PC).
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HTTP requests and responses carry messages in various ways between the server 
and the browser either:

•	 as cookies

•	 as additional parameters to the URL request

•	 in the HTML document itself.

Cookies
Cookies are frequently used by websites to:

•	 maintain information about the state of a user’s session on that website

•	 allow websites to recognise repeat visitors allowing them to track and count 
users

•	 automatically log users in

•	 maintain knowledge of users’ preferences and customisations.

There are a number of issues associated with the use of cookies. Cookies are 
defined for a given domain or website. Browsers automatically present any 
cookies the user has used in past visits that match the domain or website being 
requested.  This makes them unsuitable for maintaining state information across 
different domains or websites – an essential requirement for identity federation. 
The content of cookies can be openly read if they are not encrypted, which makes 
them unsuitable for the management of confidential information or security 
credentials.

URL Requests
URL requests can contain additional information useful for maintaining state 
information, such as key identifiers. However, it is relatively easy for a potential 
hacker to modify or “capture” a URL, for example, on a compromised PC.  No 
confidential information should be exposed in the URL without a digital signature 
or similar security measures being used to verify the identity of the user and the 
integrity of the session.

AS2 over HTTP Messaging

Applicability Statement 2 (AS2) is an initiative developed to address some of 
the shortcomings of HTTP. The AS2 protocol was designed to send data securely 
and reliably across the public Internet. Each message is encrypted so that only 
the sender and the recipient can view the data.  The message is digitally signed 
to ensure the identity of the sender, and the message is encrypted to ensure that 
it has not been altered in transit.  AS2 has a number of shortcomings, including 
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the cost of owning a static IP address (which makes it unsuitable for temporary 
dial-up Internet connections), the cost of the AS2 software, and the need for 
digital certificates (which limits its use to high volume transactions between 
applications not directly involving the end user). 

Browser messaging suitability for security assertions

The advantage of browser-based messaging is that it is real-time. Any message 
exchanged between a server and a browser is guaranteed to be received almost 
immediately.  This makes browser-based messaging more suitable than email-
based messaging for the exchange of security assertion messages. Generally, 
browser-based messaging is suitable where the user needs to play a role in the 
messaging.

Machine / Application-based messaging
A number of mechanisms for exchanging messages directly between application 
systems have also been developed.  Messaging is not instigated by a user working 
with email or a web browser.  Instead, security assertion messages are transacted 
between applications and/or machines. Examples of such mechanisms include:

•	 ebXML 

•	 SOAP 

•	 Web Services.

ebXML

ebXML is a high quality messaging system, incorporating many ‘quality of 
service’ features that are not present in some other messaging systems such as 
email and browser-based messaging.  ebXML has been designed as a replacement 
for EDI messaging over proprietary networks (e.g. EDIFACT, X12).

ebXML is an acronym for ‘Electronic Business using eXtensible Markup 
Language’, commonly known as ‘e-business XML’. ebXML consists of 
several XML technical specifications designed to provide electronic business 
information in an open XML-based infrastructure enabling interoperable, secure 
and consistent data exchange.

The ebXML standards define the various operations required to locate and use 
the applicable Web Service to securely and reliably perform a transaction over 
the Internet.  The ebXML standards include support for features such as reliable 
delivery and non-repudiation, providing both parties with proof that a transaction 
occurred.
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ebXML messages are formatted as XML documents and are transported between 
application systems via the agreed transport mechanism. SMTP (Simple Mail 
Transport Protocol) and HTTP (Hyper Text Transport Protocol) are commonly 
used transports.

SOAP

SOAP is a protocol for exchanging XML-based messages over the Internet or an 
Intranet, typically using HTTP. 

The name ‘SOAP’ was originally an acronym for ‘Simple Object Access Protocol’, 
but the full name was dropped in version 1.2 of the SOAP specification as the 
focus of SOAP shifted from object access to object interoperability.

A SOAP message consists of an envelope containing an optional header and a 
message body. The header contains relevant information about the message.  For 
example, a header can contain the date the message is sent, or authentication 
information.  It is not required but, if present, must always be included at the top 
of the envelope.

The body of a SOAP message contains the actual message itself. This can take 
many forms, but is frequently a request for some action to be performed, or a 
request for information.  The response to the request is also a SOAP message 
where the body of the message contains the information requested, or the result 
of the action to be performed.

Web Services 

Web Services have added a new level of functionality to the Internet by offering 
a way to seamlessly integrate distributed applications. Applications can use the 
Web Services standards to use the functionality offered by another application 
located elsewhere, without the need for deep integration between the applications. 
A Web Service request is encoded as an XML document in either SOAP or XML-
RPC format.  The request and the response are transported between the requesting 
application and the service provider over the HTTP(S) protocol. 

This approach has many benefits:

•	 Interoperability between various software applications running on different 
platforms.

•	 Web Services can work through many common firewall security measures 
using HTTP.

•	 Services from different companies can be combined to provide an integrated 
service.



27

There are also a number of drawbacks:

•	 Poor support for transactions.

•	 Poor performance when compared to other distributed computing approaches 
such as RMI, CORBA or DCOM.

•	 It is relatively new in the developer community compared to RMI, CORBA 
or DCOM.

Machine/application-based messaging suitability for security assertions

Only certain messaging formats and transport protocols are suitable for the 
exchange of security assertions.  This is due to a variety of factors:

•	 Guaranteed delivery within a certain period of time

•	 User or application instigated

•	 Authentication of either party

•	 Non reliance on proprietary solutions.

Web Services and SOAP and, in some circumstances, XML-RPC structures are 
suitable for server-to-server or application-to-application messaging, particularly 
in supporting higher level security requirements.

However, the higher cost of implementing ebXML makes it more suited to the 
exchange of application level transactional data rather that the real-time exchange 
of security credentials and assertions.
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Appendix B.  Summary table of standards bodies and 
further information

Organisation Contributors Contribution Specification or 
Standard

Liberty 
Alliance

•	 Software 
Vendor 

•	 Finance 
Community

Identity Federation 
Framework 

Identity Web Services 
Framework

Identity Services Interfaces 
Specifications

•  ID-FF		

•  ID-WSF	

•  ID-SIS		

•  SAML

Shibboleth •  Internet2	

•  Universities	

•  Software 
Vendors

Identity Federation in tertiary 
education community 
environments

•  Shibboleth 
software	

•  Java based, 
with Service 
Providers 
using toolkits

OASIS •  Vendors	

•  Shibboleth	

•  Liberty 
Alliance

Development and 
convergence of international 
standards

•  SAML v1.0	

•  SAML v1.1	

•  SAML v2.0

Microsoft •  Microsoft Identity Federation using 
proprietary framework 
with open standards 
specifications. Low-level 
interoperability through the 
use of SAML tokens and 
Web Services.

•  Identity 
Metasystem 
using WS-*
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The following papers and documents provide further information on the Liberty 
Alliance:

•	 Introduction to the Liberty Alliance Identity Architecture (available from 
https://www.projectliberty.org/resources/whitepapers/’)

•	 Liberty Alliance Whitepaper: ‘Benefits of Federated Identity to Government 
(available from https://www.projectliberty.org/resources/whitepapers/
Liberty_Government_Business_Benefits.pdf)

•	 Liberty Alliance Project ‘Frequently Asked Questions (available from http://
www.projectliberty.org/about/faq.php)

•	 Information on Liberty-enabled products is available from http://www.
projectliberty.org/about/enabledproducts.php.

Information on the Shibboleth Project is available from:

•	 http://shibboleth.internet2.edu).

Information on the OASIS Security Services Technical Committee, which is 
developing SAML, is available from: 

•	 http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=security 
- samlv20.

Information on Microsoft’s Vision for an Identity Metasystem is available from:

•	 http://msdn.microsoft.com/webservices/webservices/understanding/
advancedwebservices/default.aspx?pull=/library/en-us/dnwebsrv/html/
identitymetasystem.asp.
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