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Secure Electronic Environment
(S.E.E.) Mail

TESTS

20t February 2002

Version 2.0

This document describes the S.E.E Mail tests necessary for Site Certification and
Vendor/Product Accreditation.

Key S.E.E. Mail documents:

. Definitions

o Business Requirements

o Site Certification process

. Product/Supplier Accreditation Process
. Tests (this document)

Refer to www.see.govt.nz for further information regarding the Secure Electronic
Environment (S.E.E.).

Throughout this document the terms “[S**MAIL]” and “[XS**MAIL]” are used. This enables
the document to be e-mailed from a S.E.E. Participating Agency to any other organisation.
Before using this document “**” should be globally replaced with “EE”.
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TESTING INFORMATION

Introduction

This document describes the objective and provides the testing scripts necessary for a
Candidate to demonstrate that their system configuration meets the S.E.E. Mail Business
Requirements.

Objective
To demonstrate that the system submitted for testing will:

e Provide a trusted environment in which Participating Agencies can confidently transmit
information classified up to 'SENSITIVE' classification (or its equivalent), by email.

e Interoperate as expected with all other “S**MAIL” Participating Agencies .
e Interoperate as expected with “XS*MAIL” External Agencies.

Implementation

Testing requires at least two implementations of S.E.E. Mail (the Candidate’s implementation
and one other) to carry out the tests. At various points of the Site Certification process the
implementations may be, at the S.E.E. Manager’s direction, one or more of:

¢ An Implementation of Accredited Software designated by the S.E.E. Manager as a
Reference Test Server for a particular instance of the Site Certification process, and/or

e Two implementations of the proposed software implemented by the Candidate and/or

e Implementations of Accredited Software in Participating Agencies or elsewhere that have
been designated by the S.E.E. Manager as Operational Reference Sites for a particular
instance of the Site Certification process, and/or

e Implementations of Accredited Software within a laboratory environment designated by
the S.E.E. Manager as suitable for a particular instance of a Site Certification process.

The Candidate should address any local configuration issues, such as content or virus
checking, separately.

Message Types

¢ A “normal” message is plain US-ASCII text and/or attachments encoded in MIME format.

Use of S.E.E. Mail Warnings

Agencies must use the generic S.E.E. Mail Warnings. They are permitted to append an
additional line, referring their users to a link for additional information e.g. “For further
information on this error, click here, http:/ /www.agency.govt.nz/seeinfo/warning5.html”.

The agency can decide whether further rules will be checked OR processing will stop. IF
further rules are checked, it is permitted that further warning messages are generated.
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Decryption Failures

When a message cannot be decrypted, the receiving agency should treat the message as per
their policy for unknown encrypted messages. This may mean the original message is NOT
attached to the S.E.E. Mail warning for the recipient.

Out of scope

The following scenarios are not tested:
e Handling of encrypted messages, that were encrypted by a non S.E.E. Mail sender
e Alteration of contents of S.E.E. Mail encrypted message, in transit.

e Mail loops caused by a S.E.E. Mail recipient auto-forwarding a message containing
“[S**MAIL]” to an external address.

LEGAL INFORMATION

Intellectual Property Rights

The Intellectual Property Rights in the Tests described in this document shall remain the
property of the S.E.E. Manager.

The Intellectual Property Rights in any Confidential Information supplied by a Candidate
pursuant to these Tests will remain the property of the Candidate and licensors, as the case
may be except that the S.E.E. Manager shall have the right to share such Confidential
Information with any Participating Agency or Eligible Agency.

Variation

The S.E.E. Manager reserves the right to amend the Tests, and/or any part or requirement
thereof, and/or this document and to make any changes whatsoever. The S.E.E. Manager
accepts no obligation of any kind to any other party. Participating Agencies and Accredited
Suppliers will be notified of any changes to the requirements in accordance with the notice
provisions detailed in this document.

The S.E.E. Manager will give Participating Agencies and Accredited Suppliers:
¢ ninety (90) days notice of changes or variations to the Process, its requirements or test

criteria.

Status of these tests

Before undertaking testing, the Candidate should refer to the following S.E.E. Mail documents
to provide context:

e Contract Template
e Site Certification process

e Product/Supplier Accreditation Process
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INTERIM SITE CERTIFICATION TESTS

The following tests are required to verify that S.E.E. Mail has been implemented correctly.
Completion of the tests is a pre-requisite for interim site certification.

Before starting, please ensure your site is Setup for Automated Testing.

To apply for interim site certification, please supply a signed copy of the completed tests to
the S.E.E. Manager.

Agency name:

Vendor name:

Product name and version:

Test Manager:

Signature:

Date:
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Draft PUBLIC DOMAIN State Services Commission

FULL SITE CERTIFICATION TESTS

The following tests are required to verify that S.E.E. Mail has been implemented correctly.
Completion of the tests is a pre-requisite for full site certification.

To apply for full site certification, please supply a signed copy of the completed tests to the
S.E.E. Manager.

Agency name:

Vendor name:

Product name and version:

Test Manager:

Signature:

Date:

Exchange of valid authenticated and encrypted message

A Candidate must exchange at least one valid authenticated and encrypted SEEMAIL
message with each Participating Agency. The current list of Participating Agencies can be
found at http:/ /www.see.govt.nz/mail/

To test, send a message with the trigger word [S**MAIL] FROM: seemail-
test@youragency.govt.nz to the seemail-ping mailbox at each Participating Agency. Each
Participating Agency will respond with an authenticated and encrypted message.

DATE PARTICIPATING AGENCY ‘ TICK

Add more rows as required

(End of tests)

PUBLIC DOMAIN
S.E.E. Mail Tests v2.0 (final).DOC Page 13°727 25-Feb-2002 11:22 AM
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Draft PUBLIC DOMAIN State Services Commission

SETUP FOR AUTOMATED TESTING

Assumptions

e Vendors are part of SEEMAIL (and are therefore a Participating Agency)

e Automated testing can only be performed by Participating Agencies (as defined in the
SEEMALIL List)

e All automated tests must be able to be performed manually and interpreted manually
e There is a single Reference Test Server (see.govt.nz)

e The Reference Test Server can be triggered to generate a corresponding incoming test
message to a Participating Agency (seemail-test-agent)

e A copy of each test and the results are forwarded to a mailbox owned by the S.E.E. Mail
Manager (seemail-test-log)

e Each Participating Agency can be triggered to autorespond with a signed, encrypted
message (seemail-ping). Exception: The autoresponder will not respond to mail
originating from other seemail-ping accounts, to prevent potential ddos attacks.

e Each Participating Agency has a generic test mail account (seemail-test)

Test Setup

E-government Unit will set up the following at see.govt.nz:
e Mailbox: seemail-test-log - for recording test results forwarded from an agency

e Mailbox: seemail-test-agent - for receiving a “trigger” e-mail and performing an
automated response

e Mailbox: seemail-ping - for connectivity purposes

¢ E-mail domains necessary to perform certificate management tests e.g. see-nocrl.gen.nz,
see-expiredcert.gen.nz; see-revokedcert.gen.nz

Each Participating Agency will set up the following:
e Mailbox: seemail-test - for testing purposes

¢ All incoming messages to “seemail-test” will be automatically forwarded to “seemail-
test-log@see.govt.nz”, included as part of the body of the message (not an attachment)

e Mailbox: seemail-ping - for connectivity purposes
e Seemail-ping will be an auto-responder

e Seemail-ping will operate before any other SEEMAIL business rules and not invoke
them

e Seemail-ping will only respond to an e-mail from an agency in the local SEEMAIL or
XSEEMAIL lists, UNLESS it is from seemail-test (implies person is interimly site certified)

¢ Seemail-ping will respond with the SEEMAIL version number, and if possible, the list of
SEEMAIL agencies it knows about
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Draft PUBLIC DOMAIN State Services Commission

To simplify testing, the S.E.E. Manager can make available on request, an Exchange .PST file,
which contains a copy of each of the INCOMING and OUTGOING test messages. The
candidate can then simply open each message and “Send” it.

Automated Test Walkthrough

How automated testing works:

Candidate informs S.E.E. Mail Manager they wish to be accredited / certified.

S.E.E. Mail Manager adds them to the SEEMAIL List - at this stage, there are no secure
links, so other Participating Agencies are not sighing/encrypting to them.

Candidate can now initiate Incoming Message Tests, by sending a message e.g. FROM:
seemail-test@youragency.govt.nz, TO: seemail-test @see.govt.nz, SUBJECT: SEND TEST
IN-1-A.

Reference Test Server will send an appropriately configured e-mail TO: seemail-test-
@youragency.govt.nz.

The seemail-test mailbox will receive the e-mail (or an appropriate warning message). It
forwards a copy of the e-mail to seemail-test-log@see.govt.nz.
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